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... single point of entry for external access to internal corporate applications, such as FTP servers, 
HTTP (Web) servers ... However, if developers are not wise with its application, SOAP may lose 
the ability to tunnel through firewalls as security personnel increasingly firewall it. ... 
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... current Intrusion Detection Systems (IDSs), however, do not adequately detect HTTP tunnel- 
ing activities. This lack of protection against misuses of the HTTP is troublesome, given its 
pervasiveness and the fact that it is allowed to flow freely through most firewalls. ... 
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... every invocation. Therefore the server load is lower too. This approach works with 

Java-compliant web servers. Figure 2. RMI HTTP-to-CGI/servlet tunneling through 

firewall sequence diagram 2.4. Decision Table The selection ... 
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... In addition, the firewall retains the ability to provide protection at the HTTP level. In more 
detail, when a principal accesses internal Web services through the tunnel, the following 
security properties hold. . Authentication of the principal. ... 
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... 1 1 1 Page 3. 3. THREAT MODEL 3.1 HTTP Tunnels In general, if a protocol is available for 

communication, people have found ways to tunnel other protocols through it, bypassing any 

firewall restrictions based on protocols or communication ports. HTTP is no exception. ... 
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mTunnel: A multicast tunneling system with a user-based quality-of-service model £§M^!M ^ PDF ^ 

... mTunnel allows users easy access to information about current tunneled ses- sions through 
a Web-interface, which also allows for easy configuration of existing and future sessions. ... 9. P. 
Parnes. The multicast Tunnel system - mTunnel. <URL:http://www.cdt. ... 
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... The client and server then set up the encrypted tunnel through which they communicate ... Therefore, 
a transmission to such a site from a WAP phone must first pass through a gateway that ... such as 
Ericsson, Nokia, and Sony plan to use OMAP (http://www.ti.com/sc/ docs/apps/omap ... 
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... persistent HTTP tunnel for any connection-oriented protocol and keeping the HTTP tunnel 
connection between ... comparable to the perfor- mance of the workstation 14 connected through 
the LAN ... In addition, the present invention utilizes an existing port in the firewall rather than ... 
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